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 The extract has been edited as it is actual data from an Audit log, and for security reasons it has not 
been directly reproduced here. The IP addresses have been modified, while the remainder of the log is 
unchanged. 
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
($month, $date, $time, $ps_code, $alert, $scan_type, $ip1, 
$ip2, $ip3, $ip4, $protocol, $port) =  
/ # regexp begins 
^ # beginning-of-string anchor 
(\S+) # assigned to $month 
[^\d]+ # move to the number representing the date 
(\S+) # assigned to $date 
\ # literal space 
(\S+) # assigned to $time 
\ #literal space 
\S+ # skip over "ns1" text 
[^\[]+\[ # move to after the '[' literal 
([^\]]+) # assigned to $ps_code 
\]:\ # ']:' and literal space 
([^:]+) # assigned to $alert 
:\ # literal string ':' plus literal space 
(\S+) # assigned to $scan_type 
[^\/]+\/ # literal string (removes DNS name) 
(\d+) # assigned to $ip1 
\. # literal full stop 
(\d+) # assigned to $ip2 
\. # literal full stop 
(\d+) # assigned to $ip3 
\. # literal full stop 
(\d+) # assigned to $ip4 
\ \S+\ # literal string 
(\S+) # assigned to $protocol 
\ \S+:\ # literal string 
(\d+) # assigned to $port 
/x; # regexp ends, with x modifier 
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Log file reduction to extract only the 
critical information from the verbose 
log. 
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mySQL 
ns1 
Entries amalgamated to a single log 
file at the central server (ns1) 
Sep  8 18:46:57 ns1 kernel: Packet log: input DENY eth0 PROTO=6 154.5.197.203:6520 203.57.93.236:1080 
L=48 S=0x00 I=1942 F=0x4000 T=108 SYN   
... 
Date/Timestamp 
Source IP Target 
IP 
Target 
port 
Cached 
SQL calls 
Log file reduction to extract only the 
critical information from the verbose 
log. 
Analysis 
Module 
Performs pattern matching 
to determine which probes 
are probing multiple ports or 
gateways. 
Tracking 
Module 
Allows detailed analysis of the 
source IP addresses which have 
been flagged as interesting by 
the Analysis module. 
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  Single Gateway Multiple Gateway Size Length 
Lorimer Log     10MB 10 Days 
Source IP 5990 776     
% of Total 88.5 11.5     
Log 1     267MB 20 Days 
Source IP 67029 8948     
% of Total 88.2 11.8     
Log 2     187MB 30 Days 
Source IP 77431 10467     
% of Total 88 12     
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compared to slightly above 550 on the static 24 hour. However, when using a 
maximum ban length, the best method returned only additional 700 rules upon the 
network with a 3 day maximum ban length. While this is not as efficient as the static 
24 hour ban length, it is getting close to an acceptable performance. In an attempt to 
surpass the efficiency of the number of rules in place a 24 hour maximum ban length 
was then investigated. 
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  Time Taken Database Size Tables in use 
50MB / 4 Day       
Lorimer 2:26:06 35396 rows Audit, Tracker 
Lorimer Optimised 1:32:32 35396 rows Audit, Tracker 
Lorimer + Action 0:43:51 21387 rows Audit, Banned, BanHistory 
Action + Cleaning 0:45:13 20650 rows Audit, Banned, BanHistory 
Log 1 (267MB / 20 Day)     
Lorimer + Action 12:39:51 84262 Audit, Banned, BanHistory 
Action + Cleaning 11:23:58 43329 Audit, Banned, BanHistory 
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  Single Gateway Multiple Gateway Size Length 
Log 1     267MB 20 Days 
Source IP 67029 8948     
% of Total 88.2 11.8     
Log 3     68MB 5 Days 
Source IP 19740 14240     
% of Total 58.1 41.9     
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# IP1 IP2 IP3 IP4 Average STD % 
1 --- --- --- ---       
2 3 3 3 3       
3 85757 85757 85789 85742 85761 19.81 0.02% 
4 3 3 3 3       
5 21527 21519 21484 21536 21517 22.75 0.11% 
6 3 3 4 4       
7 21637 21641 21682 21621 21645 25.98 0.12% 
8 3 3 3 3       
9 21564 21587 21521 21579 21563 29.42 0.14% 
10 3 3 3 4       
11 21587 21592 21586 21588 21588 2.63 0.01% 
12 3 4 3 3       
13 21619 21618 21637 21616 21623 9.75 0.05% 
14 4 3 3 3       
15 21569 21594 21596 21592 21588 12.61 0.06% 
16 3 3 3 3       
17 21591 21593 21580 21596 21590 6.98 0.03% 
18 3 4 3 4       
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  The Friendly IP section of the Admin Panel allows for the listing of Friendly IPs 
upon the network to be viewed. The Listing shows the IP of the friendly, the time 
they were added to the system, whether or not the given friendly is a gateway for 
rules to be set upon and a count of the total number of bans which have been set 
upon a given gateway.
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